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Figure 1 



Start 



Input: Plain te>d 'T[]"; Encryption Key "K[]"; Internal 
Identifier "IID"; Percentage of Random Data "PR" 




100 



DATA_LENGTH<- length of plain text; HASH_ LENGTH^ length of hash digest; 
INDEX Q; INDEX2 <- 0; hiitialize S[0 to 255] ^ 0 to 255 respectively; 



-105 



Shuffle I : shuffle S[ ] based on key and store the last shuffle position as TW 
TW ^ (TW * TW + S [TW] ) mod 256; 



'110 



FO integer based on the key K[]; IID ^ IID +F0; Fl ^ FO; 
Evaluate (Fl, FO) ^ (NLF(IID, Fl, FO), Fl) three times; 



-115 



Shuffle II : shuffle S[ ] based on Fl xor IID; (Fl , FO) <- (NLF(IID, F 1, FO), F 1) 



^-120 



135 




TAR ^ (Least significant byte of F I) ( BXOR) PR 



^140 



TAR <- (Least significant byte of Fl) (BXOR) TW 
TW ^ TW + S [TW] 



150 




TAR- 10 



I 
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/160 



Generate "TAR" randomdata and initialize "HASHLENGTH" hash bytes. Mix the 
random data and hash positions. Calculate the hash of the mixed data sequence. Copy 
the hash to the allocated hash positions in the data sequence. (Figures 3-4) 




Figure 2A 




(F1,F0) <~(NLF(IID, FUFO),Fl) 
COUNT (Least significant byte of F 1) xor TW 



175 

i / 

Output: Cipher text C[]. 




Stop 



Circular copy of COUNT elenments of S [] starting at least significant byte of Fl . 
Perform a mixing (irreversible) transformation and store the data in HIDE (Figure 1 4). 



d85 



(FUFO) <-(NLF(IID, F1,F0), F1);T1 



Fl 



-190 
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COUNT ^ DATA__LENGTH - INDEX 



215 



TAR ^ integer part of (TW*PR/1 00) 
TW ^(TW +PR+S[TW]) mod 256 




TAR<-TW 

TW <~ (TW * TW + S [TW]) mod 256 
TAR ^ TAR BXOR TW 
TW ^ (TW BXOR S [TW] +TW ) mod 256 



identify COUNT cipher text and HA SH_ LENGTH hash byte 
positions. Enciypt the plain text and initialize the hash byte positions. 
Generate TAR random data. Mix this combined stream (cipher text 
and initialized hash positions) with the random data. Evaluate the 
hash of the data. Copy the hash digest to the reser\'ed hash positions 
(Figures 5-8). 



225 



Encrypt COUNT plain text and initialize 
HASH_LENGTH hash bytes. Mix the cipher text and 
hash positions. Calculate the hash of the data. Copy 
the hash digest to the reserved hash positions 
(Figures 9-10) 
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Figure 2B 



Start 

V 1 ^ 



Input: TW, S[ ], C[ ], HASH_ LENGTH, TAR, INDEX2 



InitiaUze RAND RATIO and HASH RATIO reflectmg the ratio TAR ; HASH_LENGTH 
RAND_COUNT <- 0; HASH_ COUNT <- 0; j 0; OUT []; HASH_POS Q; 



© 




RAND_NUM <- TW (&&) RAND_RATIO; TW ^ TW (BXOR) S[TW]; 
HASH_NUM^ TW (&&) HASH_RATIO; 
TW <- {RAND_NUM * TW + S[TW] + HASH__NUM) mod 256; 



315 




RAND NUM TAR - RAND COUNT 



y <~ 0 



-^330 




Generate Random Byte RB; OUTO] <r 


~ RBBXORTW 


TW ^ (y + TW + S [TW] ) mod 256; 




increment j; 














increment y; 


,.^^345 



'340 



increment RAND COUNT by RAND NUM 
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-300 



-305 




Figure 3 




Identify G j + HASH NUM- i) positions as hash byte positions; 
Store positions in HASH POS Q; 
OUT U to G+HASH__NUM-1)]^ j to G+HASH_NUM-1); initialize hash positions; 
Increment j and EIASH_COUNT by HASH_NUM; 




HASH_NUM^ HASH LENGTH - HA SH_ COUNT; 

Identify G to j + HASH_NUM- 1) positions as hash byte positions. 

Store positions in HASH POS []; 

OUT 0 to G+HASH_NUM-I)]^ jto G+HASH_NUM-l); Initialize hash positions 
Increment j and HASH_COUNTby HASH^NUM; 



T 



380- 



Calculate hash digest ofOUT[0to G"!)]. Copy hash bytes to OUT []. 
Position of hash bytes are stored in HASH_POS []. 
C [INDEX2to (INDEX2+j- 1 )] ^ OUT [0 to 1)] 



Stop 
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Start 



400 



Input: TW,S[],P[], C[], HASH_LENGTH, COUNT, HIDE[ ],TU INDEX, TAR 



IN [ ] P [INDEX to (INDEX + COUNT- 1)]; increment INDEX by COUNT; 
Initialize DATA_RATIO and HASH RATIO reflecting the ratio COUNT: HASH_ LENGTH 
DATA COUNT^ 0; HASH_COUNT<- 0; j ^ 0; 
DATA HASH POS []; HASH POS [ ]; OUT [ ] 



403- 



DATA_NUM^ TW (&&) DATA RATIO; TW <- TW (BXOR) S[TW]; 

HASH_NUM^ TW (&&) HASH_RATIO; 

TW <~ (DATA_NUM * TW + S [TW] + HASH_NUM) mod 256; 




DATA_NUM^ 1; 

TW <r- (TW (BXOR) HIDE [HASH^NUM mod COUNT] 



'405 




HASH_NUM<~ I; 
TW ^ (TW + S [TW] ) mod 256; S [ HASH_NUM1 ^ S [TW] 



407 





Y 



is (DATA_COUNT + DATA_NUM) > 
COUNT 



DATA_NUM ^ COUNT - DATA COUNT 



T 



'409 



^408 



N 



mark pes itions j to (j -t- DATA_NUM-1) in DATA_HASH_POS D as cipher text positions; 
increment] and DATA_COUNT by DATA_NUM; 




MiO 



Figure 5 
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HASH NUM^ HASH LENGTH - HASH COUNT 



mark positions j to (j + HASH_NUM -1) in DATA HASH POS as hash positions; 
increment j and HASH COUNT by HASH_NUM; 




mark positions j to (j + (HASH_ LENGTH - HASH_C0UNT-1)) for storing hash bytes, 
increment j by (HASH_LENGTH - HASH_COUNT) 



'422 



Initialize RAND RATIO and COMBINE_ RATIO reflecting the ratio TAR : (COUNT + HASH LENGTH) 



RAND_COUNT^ 0; COMBINE COUNT 0; DATA COUNT ^ 0; 
HASH^COUNT ^ 0 ; j <- 0; 



5 



■432 
^433 



COMBrNE_NUM ^ TW (&&) COM BIN ERRATIC; TW ^ (COMBINE_NUM * TW + S [TW]) mod 256 
RAND NUM ^ TW (&&) RAND RATIO; TW <r- TW (BXOR) S [TW]; 




434 



COMBINE_^NUM ^ 2; TW <~ (TW + S [TW] ) mod 256; S [OJ <-> S [TW] 
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Figure 6 




RAND_NUM^ 1;TW <- (TW (BXOR) HIDE [COMBINE_NUM mod COUNT]) 



'439 



is (COMBINE_NUM + DATA_COUNT + 
HASH COUNT) > (COUNT + HASH LENGTH) 



N 



COMBINE_NUM<^ (COUNT + HASH_LENGTH)- (DATA_COUNT + HA SH_ COUNT ) 



'440 




Tl ^ Circular Right Shift by one bit; 
TW ^ (y + TW + S[TW] ) mod 256; 

T2 <~ IN [DATA_COUNTl BX0RHIDE[DATA_C0UNT1; 
OUT [j] ^ S[T2 ] (BXOR)Tl (BXOR)TW; 
T3 ^(T2+TW )mod 256;S[T2] <^ S[T3]; 
increment j and DATA_COUNT 
— t 



initialize value at hash position; 
OUTQ]^ j; 
store j in HASH__POS[]; 
increment j and HASH_COUNT; 




Figure 7 
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generate random byte RB; 

if y mod 3 = 0, OUT 0] ^ TW ( BXOR) RB; 

if y mod 3 = 1, OUT 0] ^ (TW +RB) mod 256; 

if y mod 3 2, OUT [11 <- ((TW (BXOR) RB ) + TW ) mod 256; 



TW<- (y + TW + S [TW] ) mod 256 



-452 



increment y andj; 



-453 




T4 ^ (COUNT + HASH LENGTH - COMB[NE_COUNT); 
OUT OtoG+T4-l)] ^jto(j+T4-l); initialize [lash positions; 
store j to G+T4-1) in HASH_^POS []; increment j and COMB[NE__COUNT by T4; 
1 



458 



y <-0 

T4 ^ (TAR - RAND COUNT) 



459- 





increment RAND COUNT by T4 



Generate Randombyte RB; 
OUT 0] ^RBBXORTW; 
TW ^ ( y * T W +S [TW]) mod 256; 

y 



increment y andj 



■456 



Calculate hash digest of OUT [0 to (j-l)]; 
Copy hash bytes to OUT [] at positions stored in 
HASH POS []; 

C[[NDEX2to([NDEX2+j-l)] ^ OUT [0 to G-1)] 
increment INDEX2 by j 
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T 



^461 



Stop 



463 



Figure 8 



Start 



3=1 



Input: TW, S[ ], P[ ], C[], HASH_LENGTH, COUNT, HIDE[ ], Tl, INDEX 



-500 



IN [] ^ P[INDEXto (INDEX+COUNT-1) ]; increment INDEX by COUNT; 

Initialize DATA_RATIOand HASH_ RATIO reflecting the ratio COUNT : HASH_ LENGTH 

DATA^COUNT ^ 0; HASH_COUNT<- 0; j <- 0; OUT []; HASH_POS []; 



'505 





DATA_NUM ^ TW (&&) DATA_RATIO; TW ^ TW (BXOR) S[TW]; 
HASH_NUM^ TW {&&) HASH_RATIO; 
TW <- (DATA_NUM * TW + S[TW] + HASH_NUM) mod 256; 




DATA_NUM ^ 1; TW <- (TW + S[TW] ) mod 256; 
S[HASH_NUNfl ^ S[TW] 



-525 




HASH_NUM^ I;TW <-TW (B XOR) HIDE[DATA_NUMmod COUNT] 

1 ^ 

535 ^ ^540 

Y ^ 



DATA_NUM ^ COUNT DATA COUNT 
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Figure 9 





Ti <r- Circu iar Right Shift by one bit; 

TW ^ (y + TW + S[TW] ) mod 256; 

T2 ^ IN [DATA_C0UNT1 BXOR HIDg DATA_COUNT]; 

OUT U] ^ S [T2 ] (BXOR) Tl (BXOR) TW; 

T3 ^ ( T2 + TW ) mod 256; S [T2] ^ s [T3]; 

Increment j and DATA_COUNT; 



'560 




Identify 0 to (j + HASH__NUM-l)) positions as hash byte positions; 
Store positions in HASH_POS D; 

OUT [] to G+HASH_^NUM-0]^-j to G+HASH_NUM- 1); Initialize hash positions; 
Increment J and HASH_COUNT by HASH__NUM; 




HASH_NUM<- HASH^LENGTH - HASH_COUNT; 

Identify (j to (j + HASH_NUM-1)) positions as hash byte positions. 

Store positions in HASH^POS Q, 

OUT 0 to a+H.\SH_NUM-l)]^ j to G+HASH„NUM-l); Initialize hash positions; 
Increment j and HASH^COUNT by HASH_NUM; 



Calculate hash digest of OUT[0 to (j-1)]. Copy hash bytes to OUT []. Position of hash 
bytes are stored in HASH_POS []. 

C [IM)EX2 to (INDEX2+j- 1 )] ^ OUT [0 to (j- 1)]; increment INDEX2 by j; 



Stop 
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Figure 10 
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Figure IIB 



Start 



Input: Key K [] and array S Q; KEY_ LENGTH = length o f K Q 



KX <- K[0]; i <r- 1 

^ 



710 



KX = KX xor K[i]; increment i; 



'720 



.730 



is i < KEY LENGTH 



N 



p <~ KX; KX <" KX * KEY_LENGTtt i <- 0; j ^ 0; 



j mod KEY_ LENGTH; 
p ^ p + K|j] + KX; 
pos ^ (i+p) mod 256; 
S[i] <^S[pos]; 
increment i; 



-750 




Figure 12 



Start 



Input: IID, Fl and array S []; TW 



Tl <- IID xor Fl; T[] ^ bytes of Tl; 
TLEN <r- length of T 



800 
"805 



-810 



T2 ^ T2 xor T[j]; 
increment j; 



-815 




820 



TW <- (TW + S [T[j]]) mod 256; 

TQ] ^ (i + j + Tjj] + S[TW]) mod 256; 

S[T[j]] ^S[TW]; increment j; 



■835 




845 



Return TW 



Figure 13 



Start 



Input: Fl, COUNT and array S 0; 
S^LEN <r- length of S[]; 



Tl ^ Least Significant byte of Fl; 
T2 Second least significant byte of Fl; 



'900 



'905 




i ^ (S_LEN - Tl); 
HIDE[Oto(i-l)] ^S[T1 toS__LEN-l]; 
HIDE [i to (COUNT- 1 ) ^ S [0 to 
(COUNT- i 4)]; 



T 



i^(Tl + COUNT) 

HIDE [0 to (COUNT-1)] ^ S [Tl to (i- 1)]; 



i <- 1; T3 ^ HIDE[Q]; LEN <~ length of HIDE H; 



-925 



T3 ^ T3 xor HIDE[i]; bcrement i; 



'930 




935 



-940 



T4 ^ HIDE[i] BXORT2; HIDEp] <- HIDE[i] BX0RT3; 
T3 ^ (T3 + T4) mod S_LEN; increment i; 




'945 



950 



Return HIDE [] 
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Figure 14 
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Input: cipher text CQ; decryption Key K[]; Internal 
Identifier "IID"; Percentage of Random Rate "PR" 



1000 



DATA_LENGTH^ length of cipher text; HASH_LENGTH^ length of hash digest; 
INDEX <r~ 0; INDEX2 <r~ Q; Initialize S[0 to 255] Oto 255; SI [0 to 255] <- 0 to 255; 



— 1001 



Shuffle I : shuffle S[ ] and SI [ ] based on key and store the last shuffle position as TW 

TW <r- (TW * TW + S [TW] ) mod 256; 



1002 





FO <~ integer based on the key KQ; IID ^ ED + FO; F 1 <~ FO; 
Evaluate (F 1, FO) <- (NLF(nD, F 1, FO), F 1) three times; 


1003 




\f 




Shuffle II: shuffle S[] and SI [] based on Fl YorTTn- (Fl FO) ^ (NLF(nD Fl FO) Fl) 



1004 



1007 




1008 



TAR^ (Least significant byte of F 1) (BXOR) PR 



TAR <r- (Least significant byte of Fl) (BXOR) TW 
TW<-(TW + S[TW]) mod 256 



1010-— 




TAR= 10 
I 



1011 



Identify ^TAR" random data and initialize "HASH_LENGTH" hash 
bytes .Calculate the hash of the mixed data sequence. Verify the calculated hash 
is identical to the hash stored in the cipher text. (Figures 17-18) 



T 
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Figure 15 




1015 



(F1,F0) <-(NLF(IID, F1,F0),F1) 
COUNT (Least significant byte of F 1) xor TW 




1014 
1016 



Output: Plain te)itP[]. 



Stop 



Circular copy of COUNT elements of S Q starting at least significant byte of Fl. Perform 

a mixing (irrev ersible) transformation and store the data in HIDE []. (Figure 14) 

^ ~~ 



■1017 



(F1,F0) <-(NLF(IID, FUFO), F1);T1 <-Fl 1018 



1021 




TAR^ integer part of (TW*PR/100) 
TW ^ (TW +PR+ S[TW]) mod 256 



TAR ^ TW 

TW ^ (TW * TW + S [TW]) mod 256 

TAR TAR xor TW 

TW -^(TW ^rS [TW] + TW) mod 256 

! 
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COUNT <r~ DATA_LENGTH - INDEX 
HASH LENGTH -TAR 



1027 



COUNT <r- DATA_LENGTH - 
INDEX -HASH LENGTH 



-1026 



1028 



Identify COUNT cipher text and HASH_LENGTH hash byte 
positions. Decrypt the cipher text, read hash bytes, and initialize 
the hash byte positions. Drop TAR randomnumbers fromthe 
combined stream (cipher text and initialized hash positions). 
Evaluate the hash of the data. Verify that the hash digest is 
identical to the digest in the cipher text. (Figures 19-22). 



Decrypt COUNT cipher text, read hash bytes and 
initialize HASH__^LENGTH hash bytes fromthe mixed 
cipher text and hash. Calculate the hash of the data. 
Verify that the hash digest is identical to the digest in 
the cipher text. (Figures 23-24) 



Figure 16 



Start 

V 

Input Parameters: TW, S[ ], C[ ], HASH_ LENGTH, TAR, INDEX 



1100 



IN 0 [INDEX to (INDEX +TAR+HASH_ LENGTH-!)]; 
Increment INDEX by (TAR+HASH_ LENGTH); 

Initialize RAND^RATIO and HASH_RATIO reflecting the ratio TAR : HASH_LENGTH 
RAND_COUNT ^ 0; HASH_COUNT<- 0; j ^ 0; k ^ 0; HASH_BYTES Q- 




1115 



0 



RAND_NUM ^ TW (&&) RAND__RATIO; TW <~ TW (BXOR) S[TW]; 
HASH_NUM^ TW (&&) HASH_RATIO; 
TW ^ (RAND_NUM * TW + S[TW] + HASH_NljM) mod 256; 




RAND_NUM <r- TAR ~ RAND COUNT 



1125 




TW ^ (y + TW + S [TW] ) mod 256; 



1140 



increment j and y 



1145 



increment RAND COUNT by RAND NUM 
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Figure 17 




HASH_NUM<-HASH_LENGTH-HASH COUNT 



1165- 



Identify (j to (j + HASH_NUM-1)) positions as hash byte positions; 

Copy IN U to a+HASH_NUM-l)] to HASH__BYTES [k to (k+HASH_NUM-l )] 

IN Li to G+HAS H__NUM- 1)] ^ j to G+HASH__NUM- 1); 

Increment k,j and HASH COUNT by HASH_^NUM ; 




HASH_NUM^ HASH_LENGTH - HASH_ COUNT; 

Identify G to Q + HASH NUM-l)) positions as hash byte positions. 

Copy IN Li to G+HASH_NUM-1)] to HASH__BYTES [k to (k+HASH_NUM-l)] 

IN 0 to G+HASH_NUM- 1)] ^ j to Q+HASH NUM- 1); 

Increment k, j and HASH__COUNT by HASH_NUM; 



1180— 



Calculate hash digest of IN [OtoG-l)]- If computed hash is equal to 
HASH_BYTES [], continue, else abort decryption. 



Stop 



Figure 18 
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1200 



[ Start 1 



Input: TW, S[ ], SI [], P[ ], C[ ], HASH^LENGTH, COUNT, HIDE[], Fl, INDEX, INDEX2,TAR 



IN [ ] <- C [INDEX to (INDEX + COUNT + TAR+ HASH_LENGrH - 1)]; 
Increment INDEX by (COUNT +TAR + HASH_ LENGTH) 

Initialize DATA RATIO and HASH_ RATIO reflecting the ratio COUNT: HASH_LENGTH 
DATA COUNT ^ 0; HASH COUNT^ 0; j <- 0; 
DATAJASH POS []; HASH_BYTES [ ]; OUT [ ] 




1215 



is DATA COUNT < COUNT 



DATA_NUM ^ TW (&&) DATA_RATIO; TW <- TW (BXOR) S [TW]; 
HASH_NUM^ TW (&&) HASH_RATIO; 

TW ^ (DATA_NUM * TW + S [TW] + HASH^NUM) mod 256; 




N 



DATA_^NUM ^ 1; 

TW <~ (TW (BXOR) HIDE [HASH_NUM mod COUNT] 



1225 




HASH_NUM^ I; TW ^ (TW + S [TW] ) mod 256; S [ HASH_NUVg ^ S [TW]; 
SI [ S[HASH_NUM]]<-> SI [ S [TW] ]; 





markpositions jto {j + DATA_NUM -1) in DATA_HASH_POS [] as cipher text positions; 
increment j and DATA_COUNT by DATA_NUM; 
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Figure 19 




HASH NUM^ HASH LENGTH - HASH COUNT 



mark positions j to (j + HASH_NUM-1) in DATA_HASH„POS[] as hash positions; 
increment j and HASH^COUNT by HASH_NUM; 



-1265 




mark positions j to 0 + (HASH LENGTH - HASH COUNT)- 1) for storing hash bytes. 
increment j by (HASH_LENGTH - HASHCOUNT) 



1280 



Initialize RAND RATIO and COMBINE_ RATIO reflecting the ratio TAR : (COUNT + HASH_ LENGTH) 



RAND_COUNT^ 0; COMBINE_COUNT ^ 0; DATA_COUNT <- 0; 
HASH_COUNT^ O; j ^ 0; k ^ 0; 



1285 



1290 



COMBINENUM ^ TW (&&) COM BIN ERRATIC; TW <~ (COMBINE_NUM * TW + S [TW]) mod 256 
RAND NUM ^ TW (&&) RAND_ RATIO; TW <~ TW (BXOR) S [TW]; 




COMBINE_NUM<- 2; TW ^ (TW + S [TW] ) mod 256; S [0] <^ S [TW]; SI [S[0]] ^ SI[S[TW]] 



0 
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Figure 20 



RAND_NUM ^ 1 ; TW ^ (TW (BXOR) HIDE [COMBrNE_NUM mod COUNT]) 



1315 



is (DATA_COUNT + COMBINE_NUM + 
HASH_COUNT) > (COUNT + HASH LENGTH) 



N 



COMBINE_NTJM ^ (COUNT + HASH_LENGTH)- (DATA_COUNT + HASH_COUNT ) 
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— cipher text position 
f ^^^^ 




f 


Tl Circu lar Right Shift by one bit; 

TW ^ (y + TW + S[TW] ) mod 256; 

T2 ^ SI [INO] BXORTl BXORTW]; 

OUT PATA COUNT] ^ T2 BXOR HIDE[DATA_COUNT] 

T3 ^ ( T2 + TW ) mod 256; S[T2] ^ S[T3]; 

SI[S[T2]] <^ SI [S[T3]]; increment j and DATA COUNT 

/ ^ ^ 


> 


Copy INO] into HASH_BYTES [k]; 
initialize value at hash position; IN []]<- j; 
increment j and k; 
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increment y and COMBINE_COUNT 
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Figure 21 




TW ^ (y + TW + S [TW1 ) mod 256 



.1375 



increment y and i; 



Increment RAND_COUNT by RAND_NUM 
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T4 ^ (COUNT + HASH_LENGrH - COMBINE COUNT); 

HASH_BYTES [kto k+T4-l] <- IN 0 to G+T4-1)] ; Initialize T4 hash positions. 

IN n to (i+T4-ni ^ i to (i+T4-l); increment t i and COMBINE COUNT b^LE4i_ 



.1400 
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y ^0 

T4 ^ (TAR - RAND COUNT) 



1415 





increment RAND_COUNT by T4 



TW^(y*TW+S[TW]) mod 256; 



incren^nt y and j 



T 
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Calculate hash digest of IN [0 to If 

computed digest is equal to HASH_BYTES[], 

continue, else abort decryption. 

P [INDEX2 to (INDEX2 + DATA_C0UNT-1)] 

<~ OUT [0 to (DATA_C0UNT-1)] 

increment INDEX2by DATA_COUNT; 
y 



Stop 
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Figure 22 



Start 



1500 



Input: TW, S[ ], SI[ ], P[ ], C[ ], HASH_ LENGTH, COUNT, HIDE[ ], Fl, INDEX 



IN [] ^ CPNDEX to (INDEX+COUNT+HASH__LENGTH - 1)]; 

Initialize DATA_RATIO and HASH_RATIO reflecting the ratio COUNT : HASH_LENGTH 
DATA_COUNT ^ 0; HASH^COUNT ^ 0; j <- 0; k <-0; OUT 0; HASH_BYTES []; 



1515 
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1505 



DATA NUM TW (&&) DATA_RATIO; TW <- TW (BXOR) S|TW]; 
HASH_NUM^ TW (&&) HASH_RATIO; 
TW ^ {DATA_NUM * TW + S[TW] + HASH_NUM) mod 256; 




DATA_NUM ^ 1; TW ^ (TW + S[TW] ) mod 256; 
S[HASH_NUM1 ^ S[TW]; SI [S[HASH_NUM]] ^ SI [S[TW]]; 



1525 




HASH NUM-^ 1;T W ^ TW (BXOR) HIDE[DATA_NUM mod COUNT] 
1535 

Y 



DATA NUM <r- COUNT - DATA COUNT 



1545 






Figure 23 
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Tl <r- Circular Right Shift by one bit; 
TW ^ (y + TW + S[TW] ) mod 256; 
T2 ^ SI [ IN 0] xor Tl mrTW ]; 

OUT [DATA+COUNT] ^ T2 xor HIDE[DATA_COUNT]; 

T3 ^ ( T2 + TW ) mod 256; S [T2] ^ S [T3]; 

SI [S [T2] ] o SI [S [T3] ]; Increment j and DATA_COUNT; 




Identify (jto Q + HASH_NUM - 1) ) positions as hash byte positions; 

Copy IN[j to G+HASH_NUM-1)] into HASH_BYTES [kto (k+HASH_NUM-l)]; 

IN [jto G+HASH_NUM-1)] ^ j to (j+HASH_NUM-l);Initialize hash positions; 
Increment j, k and HASH_COUNTby HASH_NUM; 




HASH_NUM^ HASH^LENGTH - HASH COUNT; 

Identify G to {) + HASH_NUM-1) ) positions as hash byte positions. 

Copy INO to G+HASH_NUM-1)] into HASH BYTES [kto (k+HASH_NUM- 1) ]; 

IN [jto G+HASH_NUM-l)] to G+HASH_NUM-1) ;Initialize hash positions; 

Incren^nt j, kand HASH_^ COUNT by HASH_NUM; 



1590 



Calculate hash digest of IN[Oto Q-l)]. Ifconputed hash bytes is equal to 
HASH BYTESQ continue, else abort decryption. 

P [INDEX2 to (INDEX2+DATA_C0UNT- 1)] <~ OUT [0 to (DATA_COUNT- I)]; 
increment INDEX2 by DATA_COUNT; 
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